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Every staff account must use two-step sign-in through the company identity provider. Production access
also needs a hardware key. Sign-in without it is blocked, not warned. Scope: all staff accounts and all
production systems. Cadence: enforced continuously, checked monthly. Evidence: the identity provider
settings export and the monthly exception list.

Requirements met
NIST CSF: PR.AA-03
SOC2:CCe.1

Risks treated
BM-RSK-01 A staff account is taken over

Evidence

BM-EV-002 Two-step sign-in settings export: the identity provider shows two-step sign-in e

Control tests
BM-TST-04 Control test of BM-CTL-04 Two-step sign-in for staff (pass)
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